


Debunking 5 Access Control Myths

Every company that uses an ERP system should understand the need for tight security controls to ensure
compliance and mitigate the risk of fraud and data breaches. The risk is undeniable. Consider, for example,
that 77 percent of the world'’s transactions touch an SAP ERP system. Access controls for SAP are one of the
primary ways to protect a company’s sensitive data and assets in these complex systems, and access controls

go far beyond secure user names and passwords.

Access controls have become a security priority because cyber risks are no longer a problem limited to outside
forces. As some high-profile breaches have illustrated, insiders may be an even bigger threat to a company’s
ERP system. It's not uncommon, however, for businesses to include identity access management (IAM) solutions,
two-factor authentication and extensive penetration and other security tests for their ERP systems yet be more
complacent when it comes to their access controls, which involves the managing and monitoring of who should
have access and to what and who shouldn't. Not safeguarding against access risks in this way can result in
higher rates of fraud and data breaches that could cost millions of dollars, along with damage to the company’s

reputation and revenue-generation capabilities.

Despite security statistics proving the need for access controls, myths abound about them. Five common

myths follow:
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Myth #1: Insider threats don’t apply to my organization.

The stark reality is that while employees are an organization’s greatest asset, they can also be the biggest
threat to a company’s intellectual property, data and reputation. While the numbers vary, studies have found

that approximately 60 to 75 percent of threats come from inside the company.

No company is safe from internal threats, and an it-can’t-happen-here attitude is both naive and dangerous.
Some of the biggest data breaches, like the massive 2014-2015 Anthem data breach, are attributed to
insiders. In Anthem'’s case, an employee emailed files full of Medicare ID numbers, Social Security numbers

and other protected information to a personal email address.

To prevent insider threats, organizations need to create strong access controls, including segregation of
duties (SoD). In order to protect against fraud or unintended mishaps, it is critical that no employee can
complete an entire transaction or process from beginning to end. For example, an SoD violation can occur

if a single employee can create a vendor, change a vendor’s bank account information, process invoices from

the vendor and also give final authorization for invoice payment. Analyzing SoD risks is a must.
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Myth #2: | only have to worry about “malicious” insiders.

While disgruntled employees certainly do comprise a good number of the internal threats to a company,
so do employees who are not well-informed about cybersecurity, those who are simply negligent and -
worse yet — those who commit fraud simply because they can. An estimated two-thirds of breaches are

caused by poor judgment, often the result of trying to get around policies already in place.

One way to prevent negligence is employee education. But education only goes so far, as many employees
fall into their old patterns once training is finished. Role-based access controls, on the other hand, can limit
access to mission-critical systems and data to only the users who need it. For instance, an accounts payable
clerk would only have access to the systems needed to create invoices. Companies can use effective role
design to achieve the principle of least privilege (PoLP), where the employees only have the exact level of

accessibility they need to perform their jobs.

Additionally, a Gartner analysis discovered that 29 percent of employees stole information after quitting
or being fired to supplement their income — and nine percent did it just for sabotage. Lest your organization
think former employees are not a threat, these sobering statistics will change your mind. Every time an

employee leaves, that employee’s access needs to be revoked.
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Myth #3: Access control is a “set-it-and-forget-it” job.

User access levels and roles change, and so do threats. As a result, access control requires continual

monitoring and maintenance, including:

J Monitoring who has access to sensitive data and how they are accessing and using it,

especially with regard to emergency access

J Running regular access certifications to find risks that may have arisen in the system,

including revoking authorizations of former employees or business partners
J Maintaining business roles for user access

. Running “what-if” scenarios as user roles are modified or added

One of the greatest access risks is not monitoring access levels in an ongoing manner. Jobs and
responsibilities change and if access is not adjusted to new roles, access bloat can occur. Stay on top of

every user, every role, every job change and every instance of access provisioning for emergency situations.
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Myth #4: My ERP system only has a few points of entry.

As more applications continue to be added to the IT landscape, these applications increasingly interconnect
with the ERP system, adding more points of entry. But, if you think those and external hacks are the main
entry points you should worry about, think again. The points of entry that have the greatest magnitude and
risk level are those related to users. ERP systems typically house the organization’s most sensitive data — and

can have hundreds or even thousands of internal entry points.

Unlike external threats that may come from unidentified sources, a company knows who the internal users

are. With the right monitoring tools, risks can be spotted and stopped before they turn into a crisis.
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Myth #5: | don’t need to automate access control.

With so many ERP entry points in a complex business system, manual access control becomes a time-
consuming and ineffective approach to catch and mitigate risk. Companies need to monitor access,
decommission defunct users, and run SoD analysis constantly for maximum protection, compliance
and fraud prevention. Can this be done manually? Yes. Should it be? Not if a company wants the best,

most efficient and trustworthy safeguards.

Choosing to automate means dramatically reducing the time it takes to oversee access. Some estimates
peg the time it takes for internal audit teams to run just the SoD reports and analysis at 13 weeks per year,
something that can easily be automated for better security and compliance. This also greatly reduces costs

in terms of employee hours required to run the reports and costs related to errors and increased audit fees.

Know the facts that dispel access control myths and apply every precaution to protect your company.
Fraud and insider attacks happen at every organization, and not just at the hands of malicious employees.
Individual SAP users across the enterprise pose one of the most significant risks to your business, and to
stay safe, companies should have instant and continuous visibility using the most effective, time-saving

and error-free solutions available.
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About ERP Maestro

ERP Maestro makes managing security incredibly easy with its automated controls for access, security and
GRC. Used by seven of the world's top 10 audit firms, its cloud technology platform automates the monitoring,
detection and prevention of internal cybersecurity risks, accelerates remediation and simplifies audits and

compliance. Learn more at www.erpmaestro.com.
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